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Download packages

These instructions outline how to download the packages from the SecureDoc Enterprise Server in your
browser.

1. Go to the “Installation packages” page of the SecureDoc Enterprise Server console.
2. Click the Prepare Full Package for Download link in the “Action” column.

Package *  Installers

Installation packages

A “Preparing package for download” window will appear:

Preparing package for download

Your command is sent to processing server. Preparing installation files may require some time

3. Click Back.
A “Download” link will appear in the “Action” tab in place of the “Prepare Full Package for
Download” link.
4. Click the Download link.
The .zip folder will download (e.g., RMO.zip).
5. Unzip the folder in your Windows file browser.
There will be three files in the folder:

o =l PackageSettings.ini
e & SDProfile.spf

o «J SDConnex.cer
6. Download and copy SecureDoc and MagicEndpoint installers to the package:

a. Navigate to Installation Packages in the left-side menu of the SecureDoc Enterprise
Server console.

b. Click the “Installers” dropdown and select SecureDoc x64.
The SecureDoc installation package will download.

c. Click the “Installers” dropdown and select MagicEndpoint.
The MagicEndpoint installation package will download.

d. Copy the two installers into the unzipped folder.

e. Download the KnownConfigs.xml at this URL:
https://downloads.winmagic.info/Tools/KnownConfigs.xml

f. Copy the KnownConfigs.xml file to the unzipped folder.
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https://downloads.winmagic.info/Tools/KnownConfigs.xml

Your unzipped folder should have the following files:

e KnownConfigsxmil

& MagicEndpoint_v1.4_C2EFF_Release_s...
a'\j PackageSettings.ini

Ll SDConnex.cer

« sDProfile.spf

G SecureDoc_bd.exe

The Admin is responsible for sending these packages to the users. WinMagic recommends one of the
following methods:

e Third-party deployment software (e.g., SCCM, Intune) to push these packages to the end user’s
computers

¢ A shared network folder to share these packages with end users

e Uploaded folder with the installation packages shared via a download link to the end users

e Copy the installation packages to a USB and give the USB to the end user
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Deploy package

Install SecureDoc

1. Right-click the SecureDoc_64.exe file and select “Run as administrator.
A prompt to “Run as administrator” will appear.

2. Click Yes.

3. Enter a valid email address in the “E-mail” field.

&8 SecureDoc Registration Form

User Information

UserID: |Jaian@chaien.asia|
First Name: [Jaian

Last Name: ‘Takeshi

Phone: ‘

E-mail: ‘]aan @chaien.asia

Computer Information

C 1D: |DESKTOP-J0JRRIG
Serial Number: [PC1MOMZT

Model: [20T0501P00

Location: I

|
|
Manufacturer: [LENOVO |
|
|
|

Property Tag: |

Keyfile Information

KeyID: |DESKTOP-JOJRRIG key _b18384f6538eecss_ ]

Description: [ ]

I a

. .
“ ) SecureDoc g

4. Follow the installation steps to complete the installation.
Your computer should reboot after Boot Logon is installed during the process.

Once the hard drive is encrypted, the owner of the device is automatically assigned and the installation is
complete.
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Install MagicEndpoint

1. Right-click the MagicEndpoint .exe file and select “Run as administrator.
A prompt to “Run as administrator” will appear.

2. Click Yes.
3. Click Next to proceed.
ﬂ' MagicEndpoint (x64) - InstallShield Wizard X

Welcome to the InstallShield Wizard for
G MagicEndpoint (x64)

The InstallShield(R) Wizard will install MagicEndpoint (x64) on
your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

N

< Back | Next > | ‘ Cancel |

4. Select “l accept the terms in the license agreement”:

]ﬂ MagicEndpaint (x64) - InstallShield Wizard X
License Agreement N\
Please read the following license agreement carefully.
A
WinMagic

Software License and Services Agreement

IMPORTANT - THIS IS A LEGAL AGREEMENT BETWEEN YOU AND WINMAGIC
CORP. (“WinMagic”)

ACCEPTANCE OF AGREEMENT: By selecting “I Accept” or signing at the end of

v

(®)1 accept the terms in the license agreement

()1 do not accept the terms in the license agreement

InstallShield

5. Click Next.
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6. Click Next on the “Destination Folder” window:
ﬂ MagicEndpoint (x64) - InstallShield Wizard X

Destination Folder

Click Next to install to this folder, or click Change to install to a different folder.

D Install MagicEndpoint (x64) to:

C:\Program Files\WinMagic\MagicEndpoint\,

InstallShield

‘ < Back ” Next > ‘ ‘ Cancel

7. When prompted to install, click Install.
Windows Security *

Would you like to install this device software?

Name: WinMagic Inc. Software devices
Publisher: WinMagic Inc

] Always trust software from "WinMagic Inc". Install |E Den't Install |

@ You should only install driver seftware from publishers you trust, How can |
decide which device software is safe to install?

You'll see an “InstallShield Wizard Completed” notice once the installation is complete:

ﬂ MagicEndpoint (x64) - InstallShield Wizard X

G InstallShield Wizard Completed

The InstallShield Wizard has successfully installed MagicEndpoint
(x64). Click Finish to exit the wizard.

l‘

8. Click Finish.
MagicEndpoint will automatically link to SecureDoc:

<o =

™ MagicEndpoint X

MagicEndpaint Key File Created

A MagicEndpoint key was successfully created.
Remember to use your SecureDoc password / PIN
when logging into MagicEndpoint.
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MagicEndpoint will log in automatically:

™ MagicEndpoint X

Logged in to MagicEndpoint
Your session is active

An auto-generated key will be created and synced with the server:
™ MagicEndpoint %

Synchronization Successful
Successfully synced with the server.

MagicEndpoint will register to the IdP:

™ MagicEndpoint X

Client registration
The client has been successfully registered on IdP

9. Hover the mouse on the MagicEndpoint icon in the system tray and check that the identity provider
is shown as “Online”:

MagicEndpoint: Logged in
IdP: Online - User Registered
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Install the MagicEndpoint phone app

Scan the QR code below:

Scan to Download

Or see the next sections to download directly from the app store.

iOS Android
C 2\
1. Open the Apple App Store appllc.atlon:. 1. Open the “Play Store” application: '
Search for an”d download the "WinMagic 2. Search for and download the “WinMagic
Authenticator” application. Authenticator” application.
3. Launch the application and allow all 3. Launch the application and allow all
permissions. permissions.
= T T
MagicEndpoint = MagicEndpoint o

P) MaigicEndpoint

® MdgicEndp‘oint"
é 2
—y by WinMagic

Use this authenticator to login to
your endpoints and applications
with MFA

Authenticate. Encrypt. Achieve.
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Register the mobile phone

1. Log into the MagicEndpoint IdP portal.
a. On the computer with MagicEndpoint installed, right-click the MagicEndpoint icon in the
Windows system tray.

Configure

Log into MagicEndpoint

Log into IdP Portal

Sync with server

Language 3
Auto-register FIDO2 Key

Help

About

Exit

b. Click Log into IdP Portal.
The MagicEndpoint IdP portal will launch in your internet browser.
c. Click Sign-in:

@ MagicEndpoint Identity Provider

Sign in to your account

Note: The logged-in user must have a valid, registered email to sign into the IdP portal. Admins can
check a user's email address in the SecureDoc Enterprise server console:

® Users » Jalan@chaien.asiza » Properties: General
General * User User Advanced ~

General Permissions Token Devices Keys Logs IDP Multi-Account

UserID . g .
Jaian@chaien.asia

UPN Name o . .
jalan@chaien.asia
SAM Name )
Jaian
Domain
AzureAD
Email

jaian@chaien asia

2. Go to the “Configuration” tab.

8
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ﬁ MagicEndpoint Identity Provider ~ Home  Configuration

FIDO Security Keys Mobile

Setup WinMagic Authenticator app

1. Open the app.
If you do not yet have the app installed in your phone, install it using the instruction bellow.

2. Pair the app with your account by scanning this QR code.

e e LR
E *‘EE
3. Click the Mobile tab on the “Configuration” page.
4. Launch the MagicEndpoint application on the phone.
5. Open the menu in the top right corner.

10:62 2T .

MagicEndpoint

Ity By winMaglc

é@" MagicEndpoint

Authenticate. Encrypt. Achieve.

6. Select Accounts.
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10:52 e T I}

@

&’ Accounts

& Settings
B Logged events

L

7. Click the + symbol.

8. Scan the QR code from the “Mobile” tab in your internet browser.
You should see a “Registration success!” message in the browser window.
9. Select the registered account on the mobile app to confirm configuration.
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Log into online applications

The instructions below use Salesforce as an example for logging in with MagicEndpoint.

1. Navigate to the service provider in an internet browser (e.g., Salesforce).

salesforce

Log In Using

Log in with MagicEndpoint

Log In with a Different Account

2. Select Log in with MagicEndpoint.
MagicEndpoint will automatically verify the endpoint and user to log into Salesforce with no user
action — no username or password.

@ MagicEndpoint Identity Server

é__),, Sign-in options

gw Sign in with MagicEndpoint

Devices must have MagicEndpoint installed

Try another way

11
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Log into online applications with OOB

To log into applications with out-of-band technology, the user must have the MagicEndpoint app on their
phone and be registered to the system.

On a computer or device without MagicEndpoint installed...

1. Navigate to a service provider in an Internet browser (e.g., Salesforce).
2. Click Log in with MagicEndpoint.

salesforce

Log In Using

Log in with MagicEndpoint

Log In with a Different Account

Authentication will fail because MagicEndpoint isn’t installed on the unmanaged device.

@ MagicEndpoint Identity Server

@}...!., Sign-in options

ﬁ. Sign in with MagicEndpoint
Devices must have MagicEndpoint installed

This authentication session was terminated by the
server because it took too long. Please go back to
your service provider and start over.

Try another way

3. Click Try another way.
4. Choose Sign in with your phone.

12
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@ MagicEndpoint Identity Server

@}_)., Sign-in options

gE., Sign in with MagicEndpoint
Devices must have MagicEndpoint installed

@ Sign in with your phone
Receive a push notification

5. Type in the email that is registered with the IdP portal.

@ MagicEndpoint Identity Server
/ Sign-in options

@ Sign in with your phone
Receive a push notification

‘ Tony@doremi.asial ‘

6. Click Sign in.
A number will appear on the service provider’'s page for number matching:

MagicEndpoint Identity Server

dg,' Sign-in options

t'." Sign in with your phone
Receive a push notification

Open MagicEndpoint app, and enter the number shown
to sign in

40

Try another way

7. Open the MagicEndpoint app on the phone.

13
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An authorization prompt will appear along with a number-matching option:

Please confirm the number
shown on the login page

x>k

8. Input the number shown on the service provider’s sign-in page.
The user will then be prompted to authorize the authentication request:

il

MagicEndpoint

ﬁMa’g‘icE'-.

Authorization required
Salesforce is requesting access for
user Tony@doremi.asia

Reject Authorize

9. Tap Authorize.

An authentication successful message should appear.

14
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Uninstall MagicEndpoint

1. Open the Windows Control Panel on the computer.
2. Navigate to the “Installed apps” page.
3. Select MagicEndpoint.

Apps > Installed apps

Search apps Q = 8 @

= Filter by:  All drives ~ M Sortby: Name(AtoZ) ~

45 apps found

Calculator

B Microsoft Corporation | 6/9/2023 0
Camera

&

Microsoft Corporation | 6/9/2023 0
Clock

E Microsoft Carporation | 8/9/2023 [E0kE
Cortana

. Microsoft Corporation | 6/9/2023 0
Feedback Hub

. Microsoft Corporation | 6/9/2023 [eSiE

. Get Help Modify
Microsoft Corporation | 8/9/2023 i

Uninstall

MagicEndpeint (x64)

ﬁ 1401094 | WinMagic Inc. | 8/9/2023 SL2e

4. Click the three dots corresponding to the app and select Uninstall.
You will be guided through the uninstallation process.
5. When prompted to “Proceed to uninstall MagicEndpoint”, click Yes.

Proceed to uninstall MagicEndpoint?

I ‘Warning: Your MagicEndpoint implementation is currently
{' + . configured to provide secure access to one or more sites.

If you click Yes to continue to uninstall MagicEndpoint when
sites still rely on it for authentication, you risk losing the
ability to access those sites,

You are strongly recommended to:

1 - Click No below to cancel the uninstallation of
MagicEndpoint

2 — For each of the sites in the registered sites list in
MagicEndpoint

3 - Authenticate to each of the sites (using MagicEndpoint)
4 - Using that site's tools, change your authentication to
something other than MagicEndpoint

5 - Return to MagicEndpoint and delete that site's Key

Once all sites have been disconnected from MagicEndpoint
and all Keys have been deleted, you can safely retry the
uninstallation process.

15
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Uninstall SecureDoc

The user must have administrator rights to apply the following steps:

1. Right-click the SecureDoc icon in the Windows system tray and click SecureDoc Control Center.

User Login:

& Control Center

Boot Logon User ID:
[Jaian@dﬂaien.asia
SecureDoc Password/PIN:

[ Hint

2. Log into the control center.

SD Control Center - (=]

B3 SecureDoc

-— . .
~ i Gemera Uninstall Boot Logon
. Encr ¢
a Instal  Update  Uninstal
~  #© KeyManagement Uninstall Boot Logon
SecureDoc installs boot logon to permit log in at pre-boot. With full disk encryption, logging in with the correct Key
+ [ Bootcontrol . Fie(s) is necessary ta start Windows.
At boot logon, SecureDoc will be unable to read the (Windows) Key Files currently used to log in with (the whole disk
Install / Uninstall Boot Logon may be encrypted). SecureDoc stores the boot Key Files in a protected place: SecureDoc space.
Boot Control can be configured to permit a8 maximum number of users between 16 and 200. By default, Boot Control is
I O set to 40 users.

Boot Text and Color
Import / Export FDE Recovery Info
Advanced Settings ¥] "HD1 (Drive C )

v N Toois
+ Y op

Hard Drive Selection

- —

3. Navigate to Boot Control > Install / Uninstall Boot Logon.
4. Go to the “Uninstall” tab.
5. Check the checkbox next to the appropriate hard drive.

16
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{%] 5D Control Center = ] X

) SecureDoc

-— .
~ [ General Uninstall Boot Logon
. E Encryption Management a
Instal  Update  Uninstal
—~ 49 Keym ent Uninstall Boot Logon
SecureDoc installs boot logon to permit log in at pre-boot. With full disk encryption, logging in with the correct Key
+ [ Bootcontrol . File(s) is necessary to start Windows.
At boot logon, SecureDoc will be unable to read the (Windows) Key Files currently used to Iog in with (the whele disk
Install / Uninstall Boot Logon may be encrypted). SecureDoc stores the boot Key Files in a protected place: SecureDoc si
User Management Boot Control can be configured to permit a maximum number of users between 16 and 200. By default, Boot Control is

set to 40 users.
Boot Text and Color

Import / Export FDE Recovery Info
Advanced Settings ¥] "HD1 (Drive C: )

v A Tools
+ 4P Options

Hard Drive Selection

6. Click Uninstall.
A confirmation prompt will appear:

|| Boot Manager X

SecureDoc

| Please confirm you wish to uninstall Boot Logon.
.

7. Click OK.
Boot Logon will uninstall. Once it's complete, a prompt to restart the computer will appear:

1] secureDoc X

SecureDoc

/]. Computer MUST be restarted after un-installing
L= boot logon

Please close all other applications and click OK!

8. Click OK.

9. Restart Windows.

10. Open the Windows Control Panel on the computer.
11. Navigate to the “Installed apps” page.

12. Select SecureDoc Disk Encryption.

Apps > Installed apps

SecureDoc Disk Encryption 9.1 (x64)

762 MB
Y 91.0001148 | WinMagic Inc. | 8/9/2023

Modify

] Snipping Tool

Microsoft Corporation | 8/9/2023 Uninstall
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13. Click the three dots corresponding to the app and select Uninstall.
You will be guided through the uninstallation process.

18
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Appendix

Log into the MagicEndpoint IdP portal

On the computer with MagicEndpoint installed, right-click the MagicEndpoint icon in the Windows system
tray and select Log into IdP Portal.

Configure
Log into MagicEndpoint

WIC WITh Server

Language »
Auto-register FIDO2 Key

Help

About

Exit

Log into the SecureDoc Enterprise Server
Click on the link in the “SES Console” column in the MagicEndpoint IdP portal on the “Instances” page:

S +

Back New instance

Instances

- Name Id MagicEndpoint Console SES Console Created

Manage MESaaS '5p  hitpss .—ml es.com [B13/2024 3:52:25 AM
9 yBsiop  hilps: i 1 Jj

or copy and paste the URL in your browser (e.g., htips://mehoc4y9sn5p.magicendpoint-ses.com).

19
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https://mehoc4y9sn5p.magicendpoint-ses.com/

About WinMagic

With over 25 years of continuous innovation, WinMagic is a leading authority in endpoint encryption and
authentication solutions.

WinMagic's passwordless authentication solution, MagicEndpoint, uses MFA to authorize endpoint
access via a smartcard, USB token, phone, TPM, PIN, password or combinations for Windows and pre-
boot sign-on. Users are then granted secure, passwordless authentication to online applications and
services without requiring any user action. The solution supports zero-trust security frameworks by
continuously verifying the endpoint’s security posture plus the user’s presence and intent.

Founded on public-key-based FIDO standards, MagicEndpoint offers the most secure online
authentication while delivering the best user experience with no user action.

MagicEndpoint

MagicEndpoint offers the most secure user authentication with the best possible user experience. Once
the user has unlocked the endpoint, the endpoint gives access to everything else — no user action
required. Based on cutting-edge FIDO2 security, MagicEndpoint actively verifies a “user + device” entity.
The endpoint provides the IdP server real-time intelligence to monitor the user, device and even the
user’s intent. This continuous verification supports zero-trust frameworks without burdening the user. Free
your users from all remote authentication steps today and step up your security with MagicEndpoint
passwordless authentication.

SecureDoc™

SecureDoc ensures your personal information and intellectual property is secure while withstanding the
most rigorous compliance demands. The software is easy to install and offers comprehensive encryption
for hard drives, PDAs and removable media.

Enable secure access through various authentication methods in the pre-boot environment, including
MFA via Bluetooth low energy, hardware keys and more. SecureDoc seamlessly integrates with existing
infrastructure while managing profiles, interacting with Active Directory and providing tools for password
recovery and encryption key management.

Ry L))
BWINMAGIC

US & Canada +1 888 879 5879 | EMEA +49 69 175370 530 | Japan +03 5403 6950

For more information, click here or contact WinMagic
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